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Troubleshooting Guide –

Instructions to correct DoD Root CA 2 DoD Interoperability Root CA 1 Issue 

Step 1:  Open ‘Tools’ on your web browser

Step 2:  Go to ‘Internet Options’
Step 3:  Click the ‘Content’ tab

Step 4:  Click ‘Certificates’
Step 5:  Click the ‘Intermediate Certification Authorities’ tab

Step 6: Scroll towards the bottom of the page and check to see if ‘DoD Root CA 2 DoD Interoperability Root CA 1’ is in the list. If so, proceed to step 7.
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Step 7: If you have rights to export and import certificates, click the ‘DoD Root CA 2 DoD Interoperability Root CA 1’ cert and then click ‘Export’. IF YOU DO NOT HAVE RIGHTS TO IMPORT EXPORT PROCEDE TO STEP 11, (if you’re not sure, please test first).
Step 8: Export the cert to your desktop (just click through the wizard until you have to select where you want to save it). Save to Desktop and then click ‘Remove’ to remove it from the ‘Intermediate Certification Authorities’ tab
Step 9: Now arrow to the right on the tabs until you get to ‘Untrusted Publishers’ 
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Step 10: Click Import, Browse to the cert that you just saved, and click next. Place all certificates in the following store ‘Untrusted Certificates’, click next. Then click Finish.

Step 11: Close the web browser and reopen and try to access the site again.
Step 12: IF you do not have the rights to Import or Export, please contact your help desk/system administrator and explain that they need to move this cert. They can read up on this at https://powhatan.iiie.disa.mil/pki-pke/landing_pages/downloads/unclass-faq_dodroot_cert_chaining_issue.pdf.  
